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UK government warns of
cyber-risks complacency

‘So exactly what does this financial
loss extension cover then?’

L ast week witnessed a
dramatic crescendo in
official warnings to UK
businesses about cyber-

risks. On September 4, the chair-
man of the Commons Treasury
committee confirmed the recent
failure of Royal Bank of Scotland’s
(RBS) IT systems had affected
millions of individuals and many
businesses and dented public
confidence in banks’ IT systems. To
restore confidence, he demanded
every bank check those systems.

On Wednesday, the government
announced ministers and Govern-
ment Communications Headquar-
ters (GCHQ) representatives would
addressbusinessdelegatesatacon-
ference at the Foreign Office in the
hope they can persuade chief exec-
utives cyber-security cannot be left

to the “IT people” and boardroom
confidence in companies’ defences
againstcyber-attacks ismisplaced.

These messages may not be new
in themselves, but the force with
which they are being communi-
cated is. The same day, MI5 and
GCHQ made an unprecedented
public plea to businesses to
approach them with any “ground-
breaking,cutting-edgeinnovations”
tohelpthemcombatcyber-crime.

At the heart of this increasing
concern is the apparent, and
unfounded, confidence of many
chief executives in their organisa-
tions’ ability to defend themselves
against cyber-attacks. A well-
publicised BAE Detica survey
earlier this year found 89% of
companiesfeltconfident theywere
wellplacedtopreventsuchattacks.

A government special represent-
ative to business on cyber-security
pointed out: “They don’t even
know they have been the subject of
attack...the level of awareness is
nothing like it needs to be.”

IT specialists acknowledge it is
simply impossible to prevent hack-
ers from accessing host’s systems,
usually without the host’s know-
ledge. Added to this are the prob-
lems of insecure systems and
human error: RBS’s IT failure, for
example,wascausednotbydeliber-
ate attack, but by an error in install-
ingaroutineupgradetoitssystems.

Businesses should assume
defences will be breached and their
systemsarefallible,sotheemphasis
is on pre-planned containment and
remediation rather than solely on
defence. There is an increasing
number of technology professional
indemnity and cyber insurance
products on the market covering
third- and first-party risks respec-
tively, but these must not be seen as
a substitute for effective risk man-
agement: indeed, insurers will no
doubt wish to see evidence of
responsible, boardroom-led cyber-
security strategies when deciding
whether to underwrite a risk and at
whatlevelofpremium.n

Part 2: analyses how financial
loss tends to be covered, the dif-
ferences between the varieties
of extension out there in the
market and the implications;
Part 3: looks at financial loss in
someforeignjurisdictions;
Part 4: gives a summary and
somethoughtsonthefuture;and
Frequently asked questions.

Theguideiseasytoread.Keypoints
are summarised in boxes, so for
someone with little time to spare
the main text can be skim read, and
thedetailonanypointeasilyfound.
It is the hope of the IUA the guide
will demystify this area once and
forallandresult inclarityofunder-
standing for insurers, brokers and
insureds alike.

So, when you are next asked the
perennial question, you will have a
better idea of the answer.n

TheIUAguidecanbedownloadedfree
fromtheIUAwebsite.

StuartWhiteisalsomemberofthe
IUAWorkingPartyonFinancialLoss.

We have all been there – a loss
occurs, it is not covered under the
public or products liability policy,
but it sort of looks like a financial
loss. Fortunately, the insured has
bought a financial loss extension.
The problem is it does not seem to
cover anything at all.

But help is at hand. The Inter-
national Underwriting Associa-
tion (IUA), in association with
Reynolds Porter Chamberlain,
has just published a guide entitled
“Financial loss – what is it and
when is it covered?”

By way of background, financial
loss extensions are a recent inven-
tion. For years, everyone was
happy with the way public and
product liability policies provided
cover, depending as they do on
injury or damage.

However, UK law changed in the
1970s, culminating in the infa-

mous case of Junior Books in 1983,
so any insured could find himself
liable in the tort of negligence
where he had not caused injury or
damage. He naturally wanted
cover for this additional liability
and hence “tort only” financial loss
extensionswereborn–alsoknown
as “Junior Books extensions”.

The law was changed back by the
case of Murphy v Brentwood in
1991. Despite now being virtually
redundant, tort-only financial loss
extensions continued to exist and,
not surprisingly, people had diffi-
culty in saying what liability they
covered. At the same time, some
insurers had started to offer exten-
sions that were clearly of value,
particularly those that provided
contractual liability cover.

Having found the law and prac-
tice in this whole area was poorly
understood, the IUA’s working
partyhasproduceditsnewguidein
the following helpful sections:

Part 1: explains the relevant law
– what financial loss is, and how
liability for it arises;

Marine warranty surveys: meeting
underwriters’ expectations?

Marine and energy underwriters
are commonly asked to under-
write technically sophisticated
andcomplexprojects.

To protect their interests,
underwriters stipulate insured
projects are reviewed by a
marine warranty surveyor (MWS)
to provide comfort work is being
carried out to objectively accept-
able standards and ensure the
risk of an insurance loss is man-
agedappropriately.

We consider some of the pit-
falls to be avoided in drafting
MWS clauses.

MWS clauses
Underwriters will wish to
ensure, if there is a breach of the
MWS clause and a loss results,
they will not have to provide
cover for that loss. MWS clauses
will therefore usually be either
warranties or conditions
precedent to cover and so, if
breached, the assured will
not be covered – at least in
respect of losses flowing from
the breach. Accordingly, compli-
ance with the MWS clause
tends to be scrutinised closely
following a loss and can give rise
to disputes.

Scope of work
Thescopeofworksusuallyfocuses
on the MWS reviewing, attending,
approving and/or issuing certifi-
cates of approval in relation to
listed items described with vary-
ing degrees of specificity.

An MWS would be forgiven
for seeing the role as a “tick
box” exercise, at odds with the
“eyes and ears” service under-
writers want. Attempting to
resolve this by wording the
scope of work widely can lead to
arguments later.

For example, in the UK case of
Kircaldy v Walker (2009), the
clause provided for a “condition
survey” to be carried out, with-
out specifying what that term
meant. Following loss of the
insured dry dock, underwriters
asserted a breach of the require-
ment for a “condition survey”
and a dispute ensued as to the
meaning of that term.

While underwriters were ulti-

mately successful in demonstrat-
ing whatever “condition survey”
meant, nothing matching the
description had been carried out,
they incurred substantial delay,
uncertainty and expense in litigat-
ing the issue.

Effective communication
between underwriter, assured
and MWS is therefore key.

Appointing the right MWS
While the MWS survey is neces-
sary because underwriters
require it and can use it to assert
breaches if something goes
wrong, there are also advantages
for the assured.

The relationship between the
assured and the MWS can be val-
uable if the MWS commands
respect for his expertise and
competence. However, the
present practice of allowing the
assured to appoint and pay for
the MWS does not necessarily
encourage selection of the best-
qualified MWS.

Where the “wrong” MWS (in
termsofqualificationsandexperi-
ence) is appointed, the process
maybefrustratingfortheassured,
faced with an MWS who cannot
keep up with the technical
demands of the project.

That can also diminish the value
of the MWS process to under-
writers, which in turn suggests
underwriters ought to consider a
more “hands-on” role in the
appointment process.

The role of the MWS is becom-
ing an increasing focus in the
marine and energy insurance
market, with various market
organisations now printing
draft clauses and codes of prac-
tice for the appointment of the
MWS and the scope of the works
they undertake.

These are a useful focal point
around which the market may
consider whether it is getting the
best out of the MWS process and
what might be done to enhance its
value, ensuring risk is managed
appropriately in carrying out
complex projects.n
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